Math F113X: Numbers and Society

Cryptography (Day 3)

1. Progressive Caesar Cipher: Start with a Caesar cipher, and then shift one letter with
each character you are encrypting.

AﬁCDEMMEmIJKL@H@QHQRSG*TVWXYZ
QQRSTUVWX"YZABCDEF/GHIJKLMNOP
R|R{s|T|U|v¢W|x|Y|Z|A|B|C E|FIIGIHII|J|K|L|M|N|O|P|Q
SIS|TIU|VIWIX|Y|Z|A|B|C }JFGHIJKLMNOPQR
T|r|u|v|w|x|Y|z|A[B|C|D|E¥F|C|H[T][J|K|L|M{N|O|P|Q|R[S
ululviw|x|y|z]a|B|c|D|E|F|G|H|F¥|lJ|K|L|M|N[O|P|Q|R|Y|T
(a) Example: Begin with the shift cipher A — @, and encrypt the word HELL O

XVDET

(b) Example: Suppose the ciphertext was encrypted with the above scheme. Decrypt the
word FRJMS.

PARTY

2. Vigenere Cipher Choose a keyword, and use that keyword to determine a shift cipher for
each letter. (Repeat the keyword over and over.)

A/B|C|D|E|F |G H|IxJ K M|{N|O|P|Q|R|S|T|U|VW X |Y|Z
D|D|E|F|G|H|I|J K|[LM|N||O|P|QR|S|T|U|VIWX|Y|ZAB|C
O|O|P|QIR|S|T|U|VIW|X|Y A/B|C|ID|E|F|G/H|T|J|K|LMN
GIG|/H|I|J|K|L M|N PIQIR|S|T|U|VIWX|Y|Z|A|B|C|D|E|F

(a) Example: use the keyword DOG and encrypt the phrase WHERESMYFOOD.

ZNXNRYPMLRLT

(b) Example: Suppose the keyword is DOG. Decrypt the ciphertext LZONSY Q C C.

ILIKESNOW
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3. Double Transposition Cipher: Use two keywords (often of different lengths). Do a
transposition cipher with the first keyword to produce a first ciphertext. If there are spaces,
ignore them. Then encrypt that ciphertext (as though it were plaintext) using the second

keyword.

Encryption:

i.
il.
iii.
iv.
V.

vi.

Write the plaintext in rows.

Permute the columns using the keyword.

Read off the columns to form the new “plaintext”
Write it in rows in the second grid.

Permute the columns using the second keyword.

Read off the columns to form the final ciphertext.

Decryption:

i.

11.

1il.

iv.

vi.

vii.

Viil.

1X.

Count the number of characters. Determine how many “extra” characters there
will be for the second keyword.

Write your second grid with the permuted keyword.

Fill in the columns of the grid, making sure to put the extra characters in the
appropriate columns. For example, if your second keyword is SHORT and you have
two “extra” characters, then columns S and H get one more letter than the other
columns. ( Ineli cofe. unHr )

(Un)permute the columns
Read off the rows.

Using the number of characters, determine the number of “extra” characters for
the first keyword.

Fill in the columns of the grid, filling in the extra long columns using the sorted
keyword. For example, if your first keyword is KEY and you have two “extra”
characters, then columns K and E get one more letter than the other columns.

Unpermute the columns.

Read off the rows
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(a) Example: Encrypt the word TRANSPOSITION using the first key KEY and the second

key SHORT.
"2
KE*LWM?EJZ ot K 33T T NoTN APIO
R
QOQS—P:'—SP——V S |IN|P —&
o|lg]t S|{o |}
T+ U] o V1T |0
Nl N |
oW S|H[0O| R
—v ]|
N|O|T|N
Pt o

— * XK
Clock: Eoffzs_t
s3I RT
Columv _O_'r“LPK

(b) Decrypt the ciphertext ETETS PIHXC R assuming it was encrypted using the
scheme above.
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