Math F113X: Substitution and Transposition Ciphers lecture notes

1. Review shift ciphers: What is the key in the shift cipher below? KEY: 1 |

JoJ 123 ]4a[5]6[]7][8[9[10[A1]12]13][14[15[16[17 [ 18 [ 19 ][ 20 [21 [22] 23] 24 | 25 |

in A B G| H|I J K L M | N O P Q R S T U| V| |W| X |Y 7
L P

B | C|D F
out M| N]|O Q|R|S|T|U|V |W]|X|Y Z A B C | D E F G | H I J K

2. A shift cipher is a particular type of substitution cipher. Below is a substitution cipher
that is not a shift cipher.

\ o] 1] 2[3[]4]5s5]6]7[8]9[J10J1r]12]13]14][15]16]17 |
in [A[B]JC[DJ[E[JF]G[HJIJJ]JKJL[M[NJO[JPI]IQ]JR
ot [E[F|G|]L[B]JA]JR[Q[TJU]JV[P[B|D|N[O[H]|M
\ [18]19 [ 2021 [ 222324252627 [28 2930 ([31[32]33]347]35]
in [STTJUJV[WI[XJ[YJ[ZJ]0o[]1]2[3[4]75]6][7[8]0H9
out [ T [T [ 4] 7[J 65 [K[o|[3][2[0]C|[X|S[Z]Y][W

(a) Encrypt: MEET APRIL 3
BR€L EPMTPO
tao
(b) Decrypt: FAIE19Z09

BUSATO730
Bus oF 97:30

(¢c) What key is needed to decrypt a message using this encryption scheme?

YOu wed Yo tnbre Subshinban, ﬂffﬁe

(d) Which substitution is, in general, harder to break, a shift cipher or one that is not a
shift cipher?

non - swift Subshtwlione aw mach border!

(e) What strategies would you use to try to break a substitution cipher that is not a shift
cipher?

Lople fo repeated Lot n Y u,ozwm — s
emcwkaJ’ wr¥r o Subshiuhion ey will alwoys repmenf“
U same ters W e plointesct. < Fregency Analysis
Quts Yo %u.M-J Commat LoHes!
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3. Another encryption scheme is called a transposition cipher.

Encode JEWEL FOUND using a transposition cipher of rows of 4 letters (4 columns).

(a) Put in rows TIElwlE TLN EFD wox & wny
(b) read out columns Llrlo |u
N[ D| X |Y pften wate in Glocks
t i
Juale (eders
4. Decrypt S—LN eF bDwoxe
BNEAA ANBDA RX e

if it was encoded with a transposition cipher with rows of 4 letters (4 columns).
(a) How many rows? |2 [pdd4ers ond & Lg{«-{ys/mq) = 17-/4 =3 rows

(b) Put in columns

AN A
N|4|B IR 5 BANANARREADYX

—

E Alb\x Bovane Bread X
5. Encrypt using a transposition cipher with a keyword KEY:

HELPME ey %\ Y

(a) Put in grid by rows T £lL s EIKRI|L

(b) Mix up columns PlM \ € M|IPI|E

(c¢) Read out columns \

(c) read out rows

_, EMHPLE

6. Decrypt using a transposition cipher with a keyword KEY:
FNTIU 10DX 4= Latlers

a De.termine how many rows  q /'3 =3 = 2 /'o‘_i&_

b) Put in grid by columns, labeled by SORTED keyword

(c

(d) Read out rows

(
(

N T FOunNT [T X

un-mix-up columns

P E K ‘ N K
F(1]0
N[U|D U \
TIU|X

)
)
)
)




