Math F113X: Polyalphabetic Ciphers lecture notes

1. Polyalphabetic Cipher

Iﬁ&L&WMﬁMPwﬁwiiwth
uﬁgbﬁéﬂﬁ@ ol phodoet (usnally unth Sowe sort
{ réhenna)

2. Progressive Caesar Cipher / Sequential Shift: Start with a Caesar cipher, and then shift
one letter with each character you are encrypting.

ABCDEFGHIJKLMNOEQ S| T/UVWX|Y|Z
QQ*RSTUVWXYZABCDE GIF;J\IJKLMN P
R|RYs|T|ul¥|w/x|Y|z[a[B|c|D|E[F|c|H[I[1]K[L|M|N[o|P[RQ
S|S|T|U|V|W|X|Y|Z|A|B|C|D|E|F|G|H|I|[JJK|L|M|N|O|P|Q|R
T|T|U|V|W|X|Y|Z|A|B|C|D|E|F|G|H|I|J|K|/L|M[N|O|P|Q|RS
U|U|V|W|X|Y|Z|A|B|C|D|E|F|G/H|@|J|K|LMNO|IPIQRIST

(a) Example: Begin with the shift cipher A — @, and encrypt the word HEL L O

Wegder o

(b) Example: Suppose the ciphertext was encrypted with the above scheme. Decrypt the
word FRJMS.

PARTY

3. Vigeneére Cipher Choose a keyword, and use that keyword to determine a shift cipher for
each letter. (Repeat the keyword over and over.)

ABCDEFGHIJ%M OPQRS,_,TUVWéXYZ
DIp|E|F|clH)I|J|K|IMINMO|P|YIR|\s|T|U|vIW[X|Y|Z\A|B|C
ololr|Qlr|s{T|U|vIW[x|Y|Z A|B|Cc/D|IE|IF|C I[J|K|L[MN
GlglH|T|J|K|ILIM|N|O/P|Q|R|S|T|U|VIWIX|Y{Z|A|B|C{D|E|F

(a) Example: use the keyword DOG and encrypt the phrase WHERESMYFOOD.
WHERES MUY FOOD
DOG DOFDOCDOG

zZV KWSYPMLRCT

(b) Example: Suppose the keyword is DOG. Decrypt the ciphertext LZONSY Q C C.
] 20 NSY QL
DO0oG DOGDOG
T LI LES NDO V:I




