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Worksheet 19 (Cryptography 3): Sophisticated Hand Ciphers

Group Names:

Transposition ciphers are vulnerable to frequency analysis, and shift ciphers are easy to break.
This worksheet introduces some more sophisticated ciphers that still are easy enough to encode
and decode without computers, and that can rely on fairly short keys for their security.

The first two ciphers are example of polyalphabetic ciphers, which use different encoding
schemes for different letters in the plaintext.

To encrypt and decrypt ciphers that rely on multiple shift ciphers, it is helpful to use a “tabula
recta”, a grid that contains all the letters of the alphabet along with each shift.

1. | Progressive Caesar Cipher (Sequential Shift)

(a) Using a private key of A — J (and sequential shift), encrypt the word
CONSTITUTION.

. oNSTUTu T | oN
L YYEGW ! KKARH

(b) Using a private key of A —>D¢, decrypt the ciphertext
WLJXP OQDZR GVTFV GIFZ

THERIGUTOFTHe?E|oPLE

(c) What are some advantages of this cipher?

Ol stures Mebwcr-( onalyses | fpulle LetHos

(d) What are some disadvantages of this cipher?
it enSa@o oy voct of wOhat Lina ,dugu're N
asy o brgale o bunew what Lind of Cifler yoer
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2. ‘ Vigenere Cipher ‘

(a) Using the keyword UNION, encode the word CONSTITUTION.

CONS Tl T w-T

L O N
UNUONWUN I ONUWNW
WRVGEGECGECRYV T A

(b) Using the keyword UNION, decode the ciphertext VVTZB ZEQUU NF

VVTZB 2e Quuu NF
WN 1O N uN (O N®N

BILLGFQIGH'TS

(c) What are some advantages of this cipher?

Zogitr W @mcrw*/ %ZC/UP'L because fewt SL'“‘-{K z
remenlety T

Hardur o breste if qour quart sen of Yoo bt L
Cor/‘ec‘f[,ﬁ.

(d) What are some disadvantages of this cipher?
Bad lwqu/mﬂs con Lead Yo Yhe Same Loty !/tay,oko/
oA e Sama Luttr -
Wi can §fi e repeated pascs & Loy enoegt
Q’j",‘;zsiﬂc* f'\"fbam(*fﬂf ‘0 budp o brealk ¥
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3. ‘Double Transposition

(a) Use the first keyword RIGHTS and the second keyword UNITE, encrypt the phrase
ESTABLISH JUSTICE

Pl TS @HI RT WNITE

N
EFSTARL TasELR Cduwmns T HCAT _V?CHTAL:'
Ledasus 7 g 188 ¥V paesiE ZeS\F
TICE CE T fowS | T LSB BLTSI

S N

JEBCLS LHSTA ISTEI S

(b) Assuming the ciphertext was encrypted using double transposition with the first key-
word RIGHTS and the second keyword UNITE, decrypt the ciphertext

YESEL INFOE EBSSS BLITR RCUHT EG

2Vs = gr2 7 - 4r 3

€ X
El:l’r& UNITE GHIRS T RIGHTS
y1eLe CEl LY rows CUE SER 3E§afz
t N\ £ EBRHRTEL TH
?:2\9\‘4 "Vt‘z?irg - 1 N 8% S ss;—/'\\fr:_
EpsrT T30 RE whmnS\’}'_:gtB 35\/ 8
LE SRE EsE rlL

B C B

(c) What are some advantages of this cipher?

+'s %W\Le hard 4o breal

(d) What are some disadvantages of this cipher?
4% -{—M,Cog Yo p(Lc/\d,o\f Lytn Wvoﬂémuo%e
< ard oL MnSMYW"JM 0o Nl malee F impogq«.bl.e
)

Yo dzmjph
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A tabula recta.

To encrypt, find the row with the letter from the key, and the column with the letter you are

encrypting; their intersection is the encrypted letter.

To decrypt, find the row with the letter from the key. Then find the letter in that row that
you want to decrypt, and then read up that column to find the unencrypted letter at the top.

A/B|/CIDIE|F|IGH/I|J|KILMN/OIPIQR|S|T/UVWX|Y|Z

[|J|K|LIM|N|O|P|Q|R|S|T|U|V|W|X|Y|Z|A|B|C|D|E|F|G|H

A|A|B|C|D|E|F|G|H|T|J|K|L|M|N|/O|P|Q|R|S|T|U|V|W|X|Y|Z
B|IB|C|/D|E|F|G|H|T|J|K|L|M|N|O|P|Q|R|S|T|U|V|W|X|Y|Z|A
CIC|D|E|F|G|H|I|J|K|L|M|N|O|P|Q|R|S|T|U|V|W|X|Y|Z|A|B
D|D|E|F|G|H|I|J|K|LIM|N|O|P|Q|R|S|T|U|V|W|X|Y|Z|A|B|C
E|E|F|GH|I|J|K|L|M|N|O|P|Q|R|S|T|U|VIW|X|Y|Z|A|B|C|D
FIF|G|H|T|J|K|LIM|N|IO|IP|Q|IR|S|T|U|V|W|X|Y|Z|A|B|C|D|E
G|G/H|T|J|KILIMN|O|P|Q|R|S|T|U|V|W|X|Y|Z|A/B|C|D|E|F
H|{H|I|J|K|L|M|N|O|P|Q|R|S|T|U|V|W|X|Y|Z|A|B|C|D|E|F|G

I

J|JIKILIMN|O|P|Q|R|S|T|U|VIW|X|Y|Z|A|B|C|D|E|F|GH|I
K|K|LM|N|O|P|Q|R|S|T|UIVIWX|Y|Z|A|B|C|D|E|F|G|H|I|J

LIL|M|N|O|P|Q|R|S|T|UIVIW|X|Y|Z|A|B|C|D|E|F|G|H|I|J|K

MIM|IN|O|P|Q|R|S|T|U|VIW|X|Y|Z|A|B|C|D|E|F|G|H|I|J|K|L

NIN|IOIP|Q|R|S|T|U|VIW|X|Y|Z|A|B|C|D|E|F|G|H|T|J|K|L|M

O|O|P|Q|R|S|T|U|V|W|X|Y|Z|A|B|C|D|E|F|GH|IT|J|K|L|M|N

PIP|Q|R|S|T|U|V|W|X|Y|Z|A|B|C|D|IE|F|G|H|T|J|K|L|M|N|O

QIQ|R|S|T|U|VIW|X|Y|Z|A|B|C|D|E|F|G|H|T|J|K|L|M|N|O|P

RIR|S|T|U|VIWIX|Y|Z|A|B|C|D|E|F|G/H|I|J|K|LIM|N|O|P|Q

S|S|T|U|IVIW|X|Y|Z|A|B|C|DIE|F|GH|T|JIKILIMN|O|P|Q|R
T|T|U/VIWX|Y|Z|A|B|C|D|E|FIGH|T|JIKILIMNIOP|Q|R|S

U|lU|IVIWIX|Y|Z|A|B|C|D|E|F|GH|T|J|K|L/M|N|O|P|Q|R|S|T

VIVIWIX|Y|ZAB|CIDIE|FIGIHIT|J|K|LIMN|O|P|Q|R|S|T|U

WIW | X|Y|Z|A/B|C|D|/E|F|G|H|T|J|K|L|M|N|O|P|Q|R|S|T|U|V

XIX|Y|Z|A|B|C|DIE|F|IG|/H|IT|J| K|LIM|N|O|P|Q|R|S|T|U|V|W
Y|Y|Z|A|B|C|DIE|F|G/H|IT|J|K|LM|N|O|P|Q|R|S|T|U|V|W|X

Z|Z|A|B|C|D|E|F|GHIIT|J|K|LIMN|O|P|Q|R|S|T|U|V|W|X|Y




