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Worksheet 19 (Cryptography 3): Sophisticated Hand Ciphers

Group Names:

Transposition ciphers are vulnerable to frequency analysis, and shift ciphers are easy to break.
This worksheet introduces some more sophisticated ciphers that still are easy enough to encode
and decode without computers, and that can rely on fairly short keys for their security.

The first two ciphers are example of polyalphabetic ciphers, which use different encoding
schemes for different letters in the plaintext.

To encrypt and decrypt ciphers that rely on multiple shift ciphers, it is helpful to use a “tabula
recta”, a grid that contains all the letters of the alphabet along with each shift.

1. | Progressive Caesar Cipher (Sequential Shift)

(a) Using a private key of A — J (and sequential shift), encrypt the word
CONSTITUTION.

(b) Using a private key of A — D, decrypt the ciphertext
WLJXP OQDZR GVTFV GIFZ

(c) What are some advantages of this cipher?

(d) What are some disadvantages of this cipher?
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2. ‘ Vigenere Cipher

(a) Using the keyword UNION, encode the word CONSTITUTIO N.

(b) Using the keyword UNION, decode the ciphertext VVTZB ZEQUU NF

(c) What are some advantages of this cipher?

(d) What are some disadvantages of this cipher?
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3. ‘Double Transposition

(a) Use the first keyword RIGHTS and the second keyword UNITE, encrypt the phrase
ESTABLISH JUSTICE

(b) Assuming the ciphertext was encrypted using double transposition with the first key-
word RIGHTS and the second keyword UNITE, decrypt the ciphertext

YESEL INFOE EBSSS BLITR RCUHT EG

(c) What are some advantages of this cipher?

(d) What are some disadvantages of this cipher?
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A tabula recta.

To encrypt, find the row with the letter from the key, and the column with the letter you are

encrypting; their intersection is the encrypted letter.

To decrypt, find the row with the letter from the key. Then find the letter in that row that

you want to decrypt, and then read up that column to find the unencrypted letter at the top.

A/B|/CIDIE|FIGH/I|JKILMN/OIPQR|S|TUVWX|Y|Z

[|J|K|LIM|N|O|P|Q|R|S|T|U|V|W|X|Y|Z|A|B|C|D|E|F|G|H

A|A|B|C|D|E|F|G|H|T|J|K|L|M|N|/O|P|Q|R|S|T|U|V|W|X|Y|Z
B|IB|C|/D/E|F|G|H|T|J|K|LIM|N|O|P|Q|R|S|T|U|V|W|X|Y|Z|A
CIC|D|E|F|G|H|I|J|K|L|M|N|O|P|Q|R|S|T|U|V|W|X|Y|Z|A|B
D|D|E|F|G/H|I|J|K|ILIM|N|O|P|Q|R|S|T|U|V|W|X|Y|Z|A|B|C
E|E|F|GH|I|J|K|L|M|N|O|P|Q/R|S|T|U|V|W|X|Y|Z|A|B|C|D
FIF|G|H|T|J|K|LM|N|O|IP|QIR|S|T|U|V|W|X|Y|Z|A|B|C|D|E
G|GH|T|J|KILIMN|O|P|Q|R|S|T|U|V|W|X|Y|Z|A/B|C|D|E|F
H|{H|I|J|K|L|M|N|O|P|Q|R|S|T|U|V|W|X|Y|Z|A|B|C|D|E|F|G

I

J|JIKILIMN|O|P|Q|R|S|T|U|VIW|X|Y|Z|A|B|C|D|E|F|GHH|I
K|K|L/M|N|O|P|Q|R|S|T|UVIWX|Y|Z|A|B|C|D|E|F|G|H|I|J

LILIM|N|O|P|Q|R|S|T|UIVIWX|Y|Z|A|B|C|D|E|F|G|H|I|J|K

MIM|IN|O|P|Q|R|S|T|U|VIW|X|Y|Z|A|B|C|D|E|F|G|H|I|J|K|L

NIN|OIP|Q|R|S|T|U|VIW|X|Y|Z|A|B|C|D|E|F|G|H|I|J|K|L|M

OJO|P|Q|R|S|T|U|V|W|X|Y|Z|A|B|C|/DIE|F|G|H|I|J|K|L|M|N

PIP|Q|R|S|T|U|V|W|X|Y|Z|A|B|C|D|E|F|G|H|I|J|K|L|M|N|O

QIQR|S|T|U|VIW|X|Y|Z|IAIB|ICID|IE|F|G|H|T|J|K|L|M|[N|O|P

R|R|S|T|U|VIW|X|Y|Z|A|B|C|D|E|F|G|H|IT|J K|IL|M|N|O|P|Q

SIS|T|U|VIWIX|Y|Z|A|IB|ICIDIE|F|G|H|T|J|K|L|M|N|O|IP|Q|R
T|T| U/ VIW|X|Y|Z|A|B|CIDIEIFIGIH|T|J|K|L|M|N|O|P|Q|R|S

UlU|IVIW|X|Y|Z|A|B|C|D|E|F|G/H|TI|J|K|L/M|N|O|P|Q|R|S|T

V|IVIW|X|Y|Z|A/B|C|D|E|F|GH|TI|J|K|LIM/N|O|P|Q|R|S|T|U

WIW|X|Y|Z|A|B|C|D|/E|F|G/H|T|J|K|L|M|N|O|P|Q|R|S|T|U|V

XIX|Y|Z|A|B|C|DIE|F|IG/H|T|J| K|LIM|N|O|P|Q|R|S|T|U|V|W
Y|Y|Z|A|B|C|DIE|F|G/H|IT|J|K|LM|N|O|P|IQ|R|S|T|U|V|W|X

Z|Z|A|B|C|D|E|F|GHIT|J|K|LIMN|O|P|Q|R|S|T|U|V|W|X|Y




